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Tech Against Terrorism:  
Recent Work and Areas of Research 

 
This document highlights the recent work and areas of research that Tech Against Terrorism 

has focused on since the start of 2021.  
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RECENT WORK  
 

E-learning webinar series 
 

We are continuing to organise webinars as 
part of our knowledge-sharing efforts. Tech 
Against Terrorism and the Global Internet 
Forum to Counter Terrorism’s series of e-
learning webinars are free webinar sessions 
particularly suited for tech professionals, 
content moderators, counterterrorism 
researchers, and others interested in learning 
more about terrorist use of the internet and 
how to counter it. 

 
Since the beginning of 2021, we have 
organised the following webinars: 

• “Countering Terrorist Use of 
Emerging Technologies: Assessing 
Risks of Terrorist Use of End-to-End-
Encryption and Related Mitigation 
Strategies” 

• “The Nexus Between Violent 
Extremism and Conspiracy Theory 
Networks Online”  



 

 2 

• “Technical approaches to countering 
terrorist use of the internet: URL 
sharing and collaborative tech sector 
efforts” 

If you were unable to attend either of the 
webinars and would like to access a 
recording, please get in touch with 
us at contact@techagainstterrorism.org.  

Terrorist Content Analytics Platform 
(TCAP) 
 
The TCAP alerts platforms to branded 
content associated with designated (far-right 
and Islamist) terrorist organisations, archives 
the material, and facilitates discussion 
between platforms, civil society, and 
academia to improve classification and 
moderation of illegal content. 
 

• We launched the beta version of the 
TCAP this February, and opened 
registration to the TCAP beta version 
for tech companies in January 2021. 
On the TCAP, companies can view 
the content that the TCAP alerted to 
them. In addition, they can view 
whether this material is still online and 
filter this content to the date we 
alerted the material to them, which 
terrorist group produced the content, 
and other important criteria. 

• Since the beginning of 2021, we share 
TCAP Statistics on a monthly basis in 
the TCAP newsletter and on a weekly 
basis on our Twitter account, 
@TCAPAlerts. You can sign up to the 
TCAP newsletter here, and follow us 
on  Twitter account 
at @TCAPAlerts for more information 
on the platform, as well as regular 
statistics on the TCAP alerts. 

• The TCAP group inclusion policy was 
made public in 2020, outlining the 
inclusion of designated terrorist 
groups in the TCAP. Since then, we 
have uploaded our Content 
Classification and Verification Policy 
as well as TCAP’s Legal review.  

• We have updated the TCAP FAQs 
page, in which you can now find more 

information on our content verification 
policy and  TCAP access. 

• Since last year, we are holding office 
hours for TCAP. These office hours 
are bimonthly hour-long sessions that 
provide an update on the 
development of the platform, as well 
as answer any questions interested 
stakeholders might have. This is one 
of the steps we are taking to ensure 
that the platform is developed in a 
transparent manner. 

• We are currently drafting the TCAP’s 
first transparency report, which will 
highlight our work over the platform’s 
first six months. 

 
If you were unable to attend our office 
hours, please contact us for a recording of 
the session. If you would like to take part 
in future sessions, please visit the TCAP 
website to stay up to date for any 
announcements of upcoming sessions 
throughout 2021.  
 

Knowledge Sharing Platform (KSP) 
 
We are pleased to announce that an updated 
version of the Knowledge Sharing Platform 
(KSP) will be re-launched to tech platforms 
soon. The KSP is a collection of interactive 
tools and resources designed to support the 
operational needs of smaller tech platforms. It 
is a “one stop shop” for companies to access 
practical resources to support their 
counterterrorism and transparency efforts.  
 
Our resources include research and analysis 
on terrorist use of the internet, such as the 
terrorist and violent extremist threat 
landscape offline and online as well as 
proscribed organisations, on global online 
regulation. The KSP also include guidelines 
and recommendations on content standards 
and on transparency reporting. All of our key 
recommendations and policy resources will 
be accessible via this platform.  
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Open-Source Intelligence (OSINT) 
 

We have scaled up our open-source 
intelligence work, including: 
 

• Bespoke OSINT and intelligence 
reporting, as well as investigative 
briefings for new mentees and 
members. 

• Increasing members and mentees’ 
understanding of far-right violent 
extremism and the nuances of 
ideologies and groups involved. 

• Ongoing outreach and 
communication with platforms around 
key trends of concern and intelligence 
sharing.  

• As a part of the updated TAT 
Membership, beginning this year we 
are providing regular bespoke OSINT 
briefs for members, as well as 
Terrorist Use of the Internet OSINT 
updates. 

 
Responses to Regulations and 
Consultation Processes 
 

• Tech Against Terrorism published a 
response to the open consultation 
regarding the Government of 
Australia’s Online Safety Bill. Read 
our full response here. 

• We submitted a response to the 
United Kingdom’s House of Lords 
Communications and Digital 
Committee inquiry into Freedom of 
Expression Online consultation. You 
can read the response here. 

• We submitted a response to 
the DSA consultation process, a 
summary of which can be found here. 
We also published a response to the 
EU’s Digital Services Act. Read our 
full response here. 

 
Position Papers 
 
We published a position paper on content 
personalisation and terrorist use of the 
internet, in which we argue that whilst 
algorithmic recommendation systems warrant 
scrutiny policy-makers should prioritise other 

actions – including improving designation and 
supporting smaller platforms – in order to 
tackle terrorism online. Read our paper here. 
 
Transparency Reporting Guidelines 
 
We have recently drafted guidelines on 
transparency reporting on online 
counterterrorism measures for companies 
and governments. The aim of these 
guidelines is to provide a realistic threshold 
for both companies and governments to 
increase transparency of online 
counterterrorism efforts. We are currently 
receiving feedback on the draft guidelines 
from civil society, academia, tech, and 
governments. 
 
In drafting the tech company guidelines, we 
hosted a private Roundtable for tech 
companies. During this session, we 
introduced our Transparency Reporting 
Guidelines for Meaningful Transparency for 
Smaller Platforms, and discussed 
transparency reporting from the tech sector 
as well as related expectations from the 
public and governments. 
 
Bespoke Company Support 
 
We continue to deliver bespoke research and 
analysis as well as risk assessments for tech 
companies.   

Our bespoke services include: 

o Research and Analysis 
o Threat Intelligence and risk 

assessments 
o Mentorship and policy 

guidance 
o Crisis coordination response 
o Data-driven solutions support  

 
TAT Mentorship and Membership 
Programmes 
 
We are currently working on updating and 
expanding upon our Membership 
Programme. This will apply to our policy 
support, OSINT support, as well as furthering 
direct discussions and communications with 
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our members through a dedicated Slack 
space, as well as through increased 
meetings, roundtables, and consultations. 

o Policy Support 
• We will conduct an updated 

Content Standards Review every 
year for member companied. 
Members will additionally be able 
to submit policies that are being 
drafted for our review prior to their 
publication. 

o OSINT Support 
• We will be providing regular 

bespoke OSINT briefs for 
members, as well as Terrorist Use 
of the Internet overview updates. 

o Slack Space 
• This Slack space, reserved for 

tech companies regularly 
engaging with Tech Against 
Terrorism, creates a direct and 
private means of communication 
between the Tech Against 
Terrorism team and our tech 
company stakeholders, whilst 
fostering a trusted and inclusive 
network. Through this medium, we 
will also share various information 

and resources of interest 
regarding, amongst others, the 
evolving terrorist and violent 
extremist online space, 
counterterrorism and content 
moderation policies, as well as 
how to promote transparency and 
accountability within the tech 
sector. 

o Regular TAT members meetings, 
roundtable, and consultations  
• TAT Members Meetings will 

provide an opportunity for us to 
provide an update on our most 
recent work and projects, and how 
these related to the policy and 
practical support we provide to our 
member companies. It allows us 
to present on our most recent 
open-source intelligence findings 
to update our members on the 
evolving terrorist and violent 
extremist online threat. Finally, 
members will have the opportunity 
to provide their feedback on our 
work and to let us know where we 
should provide additional support. 

• Roundtables and consultations on 
important workstreams such as 
transparency reporting processes. 

 

AREAS OF RESEARCH  
 
End-to-end-encryption 
 
Tech Against Terrorism is currently 
expanding its expertise on the use of end-
to-end encryption (E2EE), and we are 
deepening our comprehension of how 
online users and the general public 
perceive encryption. We are analysing the 
threat posed to end-to-end-encrypted 
services, as well as exploring strategies 
which such services can employ to counter 
terrorist use of their platforms, whilst 
preserving privacy and security for users. 
 
 
 

Online Regulation 
 

For over a month in 2020, Tech Against 
Terrorism focused its outreach and 
knowledge sharing efforts on providing our 
stakeholders with an update on the state of 
global online regulation. 
 
In 2021, we have continued our research 
and analysis on the global state of online 
regulation, both by tracking emerging 
regulation and through drafting our Online 
Regulation Series Handbook. The 
Handbook will collate all of our blogposts, 
additional analysis and recommendations, 
as well as a comprehensive list of all the 



 

 5 

resources you need to understand the fast-
changing landscape of online regulation. 
 
In addition, we are expanding our research 
to cover new countries and regions in the 
2021 edition of the Online Regulation 
Series. 
 
Terrorist Operated Websites 
 
Tech Against Terrorism is researching 
terrorist operated websites. Terrorist 
operated websites (TOWs) play an 
important role in the online terrorist 
information eco-system and serve to 
ensure propaganda longevity online. There 
is currently a lack of a global legal 
framework and coordination between 
governments on how to mitigate the threat 
from TOWs, and there are significant rule 
of law and freedom of expressions 
concerns with regards to the potential 
wholesale removal of websites.  
 

Designation – Proscribed 
Organisations  
 
In 2021, Tech Against Terrorism will aim to 
inform our knowledge on designation 
processes. We currently have an ongoing 
project on the designation processes which 
we aim to complete this summer. 
 
Gamification  
 
We are currently expanding our knowledge 
on the topic of gamification, specifically 
how terrorist and violent extremists exploit 
gamification and gaming culture for their 
own ends. 
 
Government Transparency Reporting 
Initiatives  

 
To inform our guidelines for transparency 
reporting, we have extended our research 
to existing transparency reporting initiatives 
by governments as well as law 
enforcement agencies.

EVENTS & MEDIA REFERENCES  
 
Events  
 
Tech Against Terrorism has presented at a 
number of virtual events and conferences.   
 
Tech Against Terrorism joined the EU 
Internet Forum Ministerial Meeting held on 
25 January. Adam Hadley, our Director, 
presented on our work supporting smaller 
tech companies and the Terrorist Content 
Analytics Platforms, and called for 
improved government designation of far-
right terrorist groups, as well as increased 
research into terrorist use of decentralised 
platforms and terrorist operated websites. 
 
Our OSINT Analyst, Arthur Bradley, 
presented at a workshop organised by 
the United Nations Office on Drugs and 
Crime (UNODC) for Jordan on “The Online 
Terrorist Modus Operandi in the MENA 
region”. 
 

Our Head of Policy & Research, Jacob 
Berntsson, presented at the International 
Parliamentary Conference on “Global 
Challenges and Threats in the Context of 
the COVID-19 Pandemic: Terrorism and 
Violent Extremism” during the joint OSCE 
PA-PAM Working Session on “Assessing 
the Terrorist Threat and Efforts to Prevent 
Violent Extremism.” 
 
Our director, Adam Hadley, presented at 
the OSCE wide counter-terrorism 
conference organised by the Swedish 
chairpersonship, where he presented on 
Tech Against Terrorism’s work, including 
the Terrorist Content Analytics Platform 
(TCAP) and the Knowledge Sharing 
Platform (KSP). 
 
Tech Against Terrorism’s Director, Adam 
Hadley, and Research Analyst, Anne 
Craanen, presented on the TCAP for the 
Digital and Social Media Action Group 
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organised by the Global Coalition Against 
Daesh. 
 
Media References 
 
Adam Hadley spoke with Politico about 
violent far-right extremists’ attempts to 
radicalise and recruit supporters of US 
President Trump in the wake of last week’s 
storming of the Capitol. Read the 
article here. 
 
We wrote an article for Counter Terror 
Business on terrorist use of the internet, 
and what we at Tech Against Terrorism are 
doing tackle the threat. Read it here. 
 
Tech Against Terrorism was quoted in 
the Observer, analysing the efforts of far-
right extremists to radicalise and recruit 
Trump supporters who have been pushed 
off Parler after its deplatforming last week 
 
In an article for Axios, our Director, Adam 
Hadley, discussed far-right terrorist use of 
online platforms, and the importance of a 
holistic response that addresses root 
causes in addition to online 
countermeasures. 
 
The United Nations released its 
12th report on the threat posed by the 
Islamic State (IS) to international peace 
and security. In the report, Tech Against 
Terrorism’s Terrorist Content Analytics 
Platform (TCAP)’s is highlighted as an 
effective tool to counter the dissemination 
of online IS content. 
 
Adam Hadley wrote an Op-Ed for The 
Times, in which he argues that the UK’s 
Online Harms framework is unlikely to help 
counter terrorist use of the internet and 
risks undermining key democratic 

principles like the rule of law and freedom 
of expression. 
 
Our research was cited in a Guardian piece 
on how the violent far-right attempts to 
appeal to teenagers by exploiting youth 
culture. Adam Hadley was quoted in the 
article stating that “every day we are seeing 
far-right violent extremist and terrorist 
groups exploit youth culture, not only to 
evade content moderation, but also to 
radicalise young people themselves”. Read 
the full article here. 
 
Tech Against Terrorism’s research on far-
right videogame recreations of terrorist 
attacks was mentioned in an article by 
CityAM. 
 
Our Head of Policy & Research, Jacob 
Berntsson, discussed the EU regulation on 
preventing the dissemination of terrorist 
content online, or TERREG, in a 
EURACTIV article. In particular, he noted 
that the “one-hour removal deadline will be 
nigh on impossible for most small platforms 
to implement effectively” and stressed the 
impact that this has on smaller platforms. 
 
Our Senior Research Analyst, Maygane 
Janin, discussed content moderation, 
alternatives to content removal, and 
transparency reporting with Heidi News. 
She underlined tech sector efforts’ at 
providing more contextual information to 
transparency reports, whilst emphasising 
that smaller platforms cannot be held to the 
same expectations due to a lack of 
resources. In doing so, she stressed the 
importance of increased tech sector 
transparency that accounts for 
proportionality and for the diversity of 
moderation policies. (Article in French). 
 

 
 
 
 


